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eyeOS 0.8.4 Multiple Vulnerabilities

Release date: October 31, 2005

Date Discovered: October 16, 2005

Severity: High

Vendor: eyeOS

Vulnerable Software: eyeOS 0.8.4

Overview:

EyeOS is a free, cross-platform Personal Content Management System based upon the style of a
Desktop Operating System. 

Version 0.8.4 lacks any data validation and is vulnerable to Cross Site Scripting attacks to allow
attackers to achieve administrative privileges in the application.

It also stores password information in a predictable, publicly accessible location.

Solution: 
Upgrade to latest eyeOS release.

Vendor Solution:
A patch/upgrade is necessary to provide validation of user input and access control to user
credentials.

Vendor Status:
eyeOS was notified and a patch is available.
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Disclaimer
The information within this paper may change without notice. Use of this information constitutes
acceptance for use in an AS IS condition. There are no warranties, implied or express, with regard
to this information. In no event shall the author be liable for any direct or indirect damages
whatsoever arising out of or in connection with the use or spread of this information. Any use of
this information is at the user's own risk. 


